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Joseph Lorenzo Hall   

Really, really excited to see how many of you have joined. We have a number of project leads from the 

Internet Society projects here that can answer questions about certain things. But I am the person who 

sort of oversees all of the work in the Internet Strong portfolio, the whole point of this session is to really 

quickly give you an overview of what we've been doing in the Internet Strong area. If you've been 

around ISOC, for many years, some of these projects you may be familiar with, like, for example, 

routing security in the MANRS initiative, but others are brand new.  

 

Joseph Lorenzo Hall   

So if you go to the next slide, that'd be great. 

 

Joseph Lorenzo Hall   

So one of our, a one of these projects that's sort of on the policy side, or not, I hate to say it's not 

technical, because there's a lot of technical stuff involved with this. But it's an output. It's not an effort 

that primarily involves like creating networks or writing software, right? So, that's what I mean by sort of 

non-technical. The Internet Way of Networking, is meant to be a way for the Internet Society, and the 

Internet Society community, to get much more clearer about what we mean when we talk about the 

Internet, and the Internet that we can build off of, the Internet that's been around for 35 years. There 

are a lot of forces, right now, that are changing how we think about the Internet. And there are a lot of 

people that have ideas about how the Internet should work. And what we've done this year, led by two 

project leaders, Katie Watson Jordan, and Carl Gahnberg, and a very capable team of project staff, in a 

lot of interactions with the ISOC community, is we've actually, and I'll share these slides, we can get 

them to you, there's a link in there under the clear understanding, to something we launched a couple 
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of weeks ago, called the internet Impact Assessment toolkit. And this is a way of using what we have 

boiled out of how the Internet works, these five critical properties. And you can use these things to 

assess proposals, be they policy proposals or technical proposals that would do something to the 

internet, whatever it is, and you can actually decide, using these critical properties, to what extent does 

this proposal increase the innovation, the generativity, the ability for the internet to be a platform of 

opportunity? Or, to what extent do these proposals actually cause serious problems, and change the 

Internet in ways that we wouldn't want or that could, you know, reduce the wonderful opportunities we 

have from the Internet. And this year, in addition to setting out this Internet Impact Assessment toolkit, 

we've also done a number of efforts to sort of test how this works. And so, we have a number of use 

cases that talk about, like, for example, Internet routing, and talking about some national approaches to 

Internet routing, including in my own country, the United States, where they've announced, you know, 

this preference for not interconnecting with China, and a whole bunch of other things related to that.  

 

Joseph Lorenzo Hall   

In 2021, we are going to do a whole bunch more outreach and development of this toolkit, such that, 

and you should look at it, and please approach it with some skepticism to see, Ha! Does this thing 

really describe the Internet that I know and care about? Because we want to localize it, we want to 

equip people with, you know, essentially, what they need to counter dangerous proposals that might 

damage the Internet.  

 

Joseph Lorenzo Hall   

Okay, next slide, Israel. 

 

Joseph Lorenzo Hall   

Thank you, sir. And when we look at their box, it always does weird stuff. But the slides will be good 

when you see them.  

 

Joseph Lorenzo Hall   

The second policy project is all around encryption and strong encryption, end-to-end encryption. And 

this is another area where there have been a lot of proposals, a lot of policymakers and other people 

who think they have really good ideas about changes they could make to how encryption works. And 

we think a lot of those ideas are really bad. 

 

Joseph Lorenzo Hall   

And so in 2020, we launched an encryption project that has done a number of things. It's focused on 

making sure we have materials and tools for people to learn about encryption, and argue about 

encryption. And, for example, things like, this was actually in 2019, but on the right there, for MozFest, 

the Mozilla user festival, we actually had an exhibit that sort of showed you, as you go through your 

day, how many times you interact with things that have a basis of secure encryption technology, that 

you would not be safe, your money wouldn't be safe. All these things would have problems if you didn't 

have encryption.  

 

Joseph Lorenzo Hall   
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But we've also -- the Internet is a network of networks, right? And we felt the need to create a coalition 

of coalitions. And so this idea is, we have something called the Global Encryption Coalition that we 

have created with two partners, the Center for Democracy and Technology, and Global Partners Digital. 

And we have 50 or 60 organizational and individual members of this Global Encryption Coalition. And 

we hope to grow it quite a bit,  and equip it, and mobilize it, and use it to support very strong encryption 

policies throughout the world. We've started in eight countries, but we're eager in supporting people in 

other countries as well. The eight focus countries are India, Germany, France, the UK, Canada, 

Australia, Brazil, and I'm missing one. But we're also eager to keep a pulse on the African continent. 

Understand, when you see proposals that might either technically, or for a policy mechanism, add a 

backdoor to encryption, or demand that certain things, that certain encryption technologies, operate in 

certain ways. We want to know about those. And we're going to be, next year, for example -- the Global 

Partners Digital, one of our partners, has a world encryption map, that sort of talks about where 

encryption is happening all over the world, and encryption policies, and we need people on the ground 

to sort of hear about these things, and help us populate this map, so we can get a real time idea around 

the world of what's happening in encryption. And we're hoping to encourage much greater adoption of 

end-to-end technologies in businesses, and other kinds of things.  

 

Joseph Lorenzo Hall   

Um, next slide. I'll try to go a little faster. So we have plenty of time to talk.  

 

Joseph Lorenzo Hall   

Okay, MANRS  is the routing security, right? Many people who use the Internet, even technical people, 

don't even understand that there's another layer to the Internet called the routing layer. But, essentially, 

there's a technology called BGP that networks used to say, hey, if you want to get to this IP address 

range, you can come over to me, right? So, routing security and BGP, unfortunately, has been insecure 

for a very, very long time. The MANRS initiative, MANRS is an acronym that stands for Mutually 

Assured Norms for Routing Security. This idea is that no one's going to just do, no one's going to route 

securely, just because it's like, you know, eating your vegetables, right? People will, and networks will, 

route securely if there's something in it for them. And so MANRS is a normative effort. And what we 

mean by normative effort, it's a behavioral effort. Like, this isn't a, Hey, install the software kind of an 

effort This is a you need to behave, and your network needs to behave in a certain way, to make sure 

that the Internet doesn't have serious problems like route leaks, where packets are flying around 

Internet to unintended destinations, because someone has either what we call fat fingering, which 

means they just type something wrong, or a hijack, which is when an adversary, someone who 

specifically wants packets to flow a different way, may announce a route in such a way that those 

things go different ways. Anyway, our goals for this year were doubling MANRS membership, which we 

look on, well, on track for.  

 

Joseph Lorenzo Hall   

We're building new kinds of -- it's not just about networks and network operators,  there's other kinds of 

people that participate on the Internet, that also need to do these things. And so, for example, we 

launched a CDN content delivery network and cloud program this year. And we've also recognized, in 

the time of COVID, we launched an Ambassadors and Fellows Program, you know, the MANRS project 

is maybe six people. But we want to do much, much more. And to do that, we have to have, obviously 
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not on ISOC staff, people who are out there, talking about routing security, trying to get more networks, 

more CDNs, to sign up and be part of this effort. We also, in 2021, are going to launch a vendor 

program for people who make network equipment, to try and make sure that their network equipment 

will support all the things that we want to do, etc. And the MANRS Observatory is slowly making its way 

to be what we would call a production service, something you can rely on for quality data. Very similar, 

if you're in the other room, you would hear about the Measuring the Internet project, in Jane Coffin's 

side of the house that is doing work on relaunching an insights dashboard, a way of presenting Internet 

measurement data, to understand better what's happening on the Internet.  

 

Joseph Lorenzo Hall   

Next slide.  

 

Joseph Lorenzo Hall   

Cool, so time. I love time, time is really interesting. I could talk to you about time forever. You don't want 

to hear it. But, it is a really important, and increasingly important part of how the Internet works, and 

things that rely on the Internet to do what they do. So, for example, orchestrating the operations of 

robots across the factory floor. That's pretty high tech, right? those robots have to be synchronized in 

the military, sometimes microsecond kinds of timescales, so that they don't run into each other, or they 

don't print parts the wrong way, or whatever. There are plenty of other things, like high frequency 

trading, where someone is making financial trades in millisecond timescales. And then the 

cryptographic operations that WhatsApp, and Signal, and other kinds of end-to-end messengers. Those 

kinds of cryptographic operations have very tight tolerances for when their keys expire, right, and in 

something like Signal or WhatsApp, you use a new key for every message that you send. And if you 

enable disappearing messages, which I encourage everyone to do, if you want it to last forever, write it 

down, don't put it in a text message. But if you use disappearing messages, then that timing can be 

really important. And something that you're relying on to make sure that people do or don't have the 

right information.  

 

Joseph Lorenzo Hall   

In 2020, we've been developing materials, we have a best practices document about how to run a good 

time server, not even a secure time server. We've also been working on secure time. And so the IETF, 

and the IEEE, both this year, have anointed new extensions, or elements, of more secure time 

protocols. And so, what we mean by secure time, you can think of it, for the technical people in the 

room, it's kind of like DNSSEC, and for the non-technical people in the room, it's not confidential time. 

So, it's not like you're going to be hiding time from people, but you're going to be authenticating the time 

that you do get, so that you can verify that the time came from a known good source of time.  

 

Joseph Lorenzo Hall   

In 2021, we're going to coordinate a distributed testbed, which means have a bunch of people running 

time servers that run secure time, in that you could test clients, and other kinds of things, against to 

make sure that your secure time implementation is working correctly. We're also going to, we have 

started a repository of materials that talk about, why you should care about time, while your data center 

should use secure time, why your network should have a source of secure time. And we'll actually have 
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some preliminary metrics, next year, about how we deploy secure time. Basically, you know who's 

doing it, where's the hot places? Who's getting more out of it? That kind of thing.  

 

Joseph Lorenzo Hall   

All right, final slide. And then we can talk. Sorry, being long winded.  

 

Joseph Lorenzo Hall   

Cool. The last one is a lot of fun. This is a project led by Dan York. And you may, if you were in the 

ICOMM earlier this year, you may have heard about it. This is an effort where we basically said, Hey, 

we're the Internet Society, but all these servers that we have don't seem to run modern Pnternet 

protocols. What's up with that? 

 

Joseph Lorenzo Hall   

It turns out, it's actually really hard. And so we set out, this year, to document exactly how you set up 

and run web servers that score almost perfect on the Internet measurement security platforms like 

internet.nl, or Hardenize, or SSL Labs by Qualysis. We use internet.nl, for a variety of reasons. They're 

great. They're partners of our. They have a bunch of weird tests you can take.  

 

Joseph Lorenzo Hall   

If you go to internet.nl, right now, you can actually put in your website and see how it scores. And if it 

scores less than 100, come talk to us, we can help you out. And we deployed five reference servers. 

Sorry, that's a -- I should update that. Both nginx and Apache web servers both with and without CDN 

front ends. And then we have one that's a hosted web server, which is often when you pay to get your 

webpages up, you may not have access to the machine there, you may just have a way to upload 

things.  

 

 

And so for 2021, we're still talking through it. But the team seems to think it's time for two things. And 

this is very hand wavy, there's much more to this, I can only put two bullets in. This year was all about 

web servers. We're hoping 2021 will all be about mail servers. So, email servers, how do you set up 

and run a secure and highly resilient mail server, that does all the fun stuff? DKIM, DMARC. All these 

are acronyms that are involved security technologies that make your email more secure. But also, with 

the web servers, we're also going to want to add things that get updated with new technology.  

 

Joseph Lorenzo Hall   

So, for example, we expect the third version of the HTTP protocol to come out next year and QUIC, 

which is related to that will come out next year. QUIC is, you can ask me a question if you want to know 

what it is, but it's coming out next year, and it will make web servers super fast, and that'll be a lot of 

fun. Okay, so with that, there's various ideas of things people could get engaged with now, or through 

2021, with the Strong projects, but I'm sure I said some stuff that -- I'm sure there are plenty of 

questions. So I'll stop talking, and if you have questions, feel free to type them in the chat or activate 

your microphone. 

 

Joseph Lorenzo Hall   
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Oh, yeah, that's really cool. Christine points out that the Internet Society India Kolkata chapter is 

essentially in the lead, in terms of getting all of their servers and associated stuff, scoring 100%. I'd love 

to see other people's going hundred percent as well. 

 

 

This is on the open standards everywhere where, you know, ... 

 

 

The funny thing is the standards for these, for how secure your web server is, change in time. And so, 

you will see, hey, maybe I scored 100 today. Well, check in six months, you'll probably be back at 90%, 

as things we know change about what security is, right? 

 

Joseph Lorenzo Hall   

Are there anything like? For example, I'm trying to think in the African continent specifically, we are 

hoping to run some nodes of time servers in in Africa, if people have access to data centers, or 

whatever, want to explore that. That's something that would be really fun to do. Because I think, right 

now -- I don't think Karen is on the call, she could could unmute herself if she is -- But I think we're 

looking to mostly big companies, like CloudFlare, you know, these people who really have, you know, 

infrastructural business reasons to operate secure time. But we also want to make sure that there are 

people that either operate community networks, other kinds like hackerspaces, if you know what that is, 

and then also have these kinds of things.  

 

Joseph Lorenzo Hall   

So I'm trying to, just let me know if there are things you think that that could be fun to do. Encryption is 

another area. I'm just gonna keep talking until people tell me to shut up. Encryption is another area 

where, I know we've had some discussions with other partners about, potentially, keeping an eye on 

Nigeria. Nigeria has had some interesting developments, although they kind of come and go, nothing 

sort of sticks related to encryption. 

 

Joseph Lorenzo Hall   

We're keeping our eyes out for  India, for example. Some of the problems they had with WhatsApp 

caused WhatsApp to change the amount, the number of times, you could forward a WhatsApp 

message, and so it used to be unlimited, you could always forward a WhatsApp message. Now you can 

only afford it, I think, 50 times. And that's a really interesting example of something that has -- there 

was a change to an encryption system that has resulted in good things happening, so to speak, on the 

ground. There are other examples of that stuff that are not resulting in good things on the ground, which 

I worry about. 

 

Adebumni Akinbo   

Adebumni Akinbo for the transcript. May I have the first cycle? 

 

Adebumni Akinbo   

Thank you. Okay, so my question. Okay, my first presentation, based on your presentation, is probably 

you could share your details with us. So, that some of us could always get back to you, when it comes 
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to the areas that you have spoken about. I did a lot within the community network. And I'm trying to 

ensure, because of the working group we have created, in my own chapter, for the record, I'm a 

member of ISOC, my general chapter, and I'm the Public Relations Officer at the moment. So I'm 

interested in the security matters when it comes to servers. So, I'm interested in encryption, until 

therefore, sorry, excuse me, we created a working group, so I'm in protocols and standards. Now, 

because I'm in protocol and standard, and my core interest is community network, I have to be 

interested in all of this too.  

 

Adebumni Akinbo   

Looking forward., fortunately, the IXPN is working with us, in Nigeria, to set the standard. But the truth 

is, like you said, you could check your website today, and discover that [inaudible] was organized on 80 

or 90. So I would want a situation where we could have a consistent working relationship with someone 

like you, who is actually in charge of all those sectors, because another thing affecting these particular 

sectors are policies, so kindly share your details, and then we'll keep on this discussion, class to 

improve as we also raise the objective and banner of the Internet Society. Thank you for the audience. 

 

Joseph Lorenzo Hall   

That sounds wonderful. So I'm hall@isoc.org. JosephHall.org -- there's other details there. So, get in 

touch. This is the kind of thing where I know that things change quickly, and more importantly, needs on 

the ground change, quickly, right like like, you know, something that we may care about, you know, in 

sort of North America, or the EU. will be very different, and in many cases, the things that you find are 

at the top of your list of priorities. And that's the one thing I'm really want to make sure that we better 

incorporate, because we, if we're going to take a global approach to getting a standard message on 

encryption, which is important, like one of our goals for 2025, is that there's no question politicians, and 

others, would not even think about passing laws that would do violence, or wouldn't have posed 

problems for encryption and, and to get there, what we have to do is we have to essentially teach 

people how important it is, into their daily life. And so, there's this big component of outreach, and trying 

to make sure that people have in their heads, you know, intuitively, so to speak, why you wouldn't want 

to mess with these various technologies. And for the technical people in the room, it just makes a lot of 

sense, right? You don't mess with the mortar between the bricks and a house, you don't mess with the 

glue between the panels of a wood thing that you're creating, like my desk, you know. Glue and mortar, 

and these very basic infrastructural things, is what gives us the basis to create all the wonderful things, 

and all the bad things. Like, that's the thing about security technologies. And there's a double edged 

sword as we say, you know, they can be put to good uses, and they could be put to bad uses. And 

unfortunately, it's the bad uses are very acute, very important. They're often really small in number, 

compared to the overwhelming amount of good that people get in every day of their life out of these 

technologies. So please get in touch, because we want to make sure we have arguments that are 

useful to you, materials that are useful to you, we have the experts like, for example, one thing we're 

really good at is, getting experts in cryptography from around the world to speak to regulators, and 

others. Either in some cases, like in India, they want external experts. They don't want Indians. 

 

Joseph Lorenzo Hall   

 Oh, breakout room is going to close the 56 seconds.  
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Joseph Lorenzo Hall   

In other places they want internal expertise about that kind of stuff. And so we try to coordinate 

coordinate this and make sure that the right people are in the room. 


